
LIFECYCLE OF A RANSOMWARE INCIDENT
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Attacker looks for a way into  
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all devices

Attacker steals and encrypts  
data, then demands ransom

The common attack paths of a human-operated ransomware incident based on examples CERT NZ has seen.

Phishing
Valid 

credentials

Exploit 
vulnerability

Malicious  
document

Internet- 
exposed  
service

Malware

Lateral 
movement

Data  
exfiltration

Destroy  
backups

Encrypt 
data

Privilege  
escalation

Email

Password 
guessing

Command  
and  

control




