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  The broader context 
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There is already a shift towards people increasingly 
living their lives online 

• Mobile phones and an ability to communicate through 
online platforms becoming an extension of the self. 

• Businesses pushing towards online self-service. 
• People increasingly forming and maintaining 

relationships online. 



i 
m
a
g
e
p
a
r
t
w
i
t
h
r
e
l
a
t
i
o
n
s
h
i
p
I
D
r
I
d
2
w
a
s
n
o
t
f
o
u
n
d
i
n
t
h
e
f
i
l
e
.

 

 

 

 

 

 

 

 

 

 

 

 

   

   
      

 
     

    
       

    

       
   

 
      

 
      

 

CONFIDENTIAL @ TRA 2020

T
h
e

4 

• New Zealanders have high prompted 
awareness of cyber threats, attacks and 
crime: 

• Almost everyone is aware of at least one 
form of cyber threat. 

• On average, New Zealanders are aware of 
10–14 key cyber security threats. 

People are seeing and hearing more about large-
scale attacks upon businesses and 
organisations. 
• Fear of Russia further mobilising cyber 

warfare. 
• High-profile attacks – e.g. Waikato DHB, ANZ, 

NZX. 



5 

A large proportion of New Zealanders are being 
regularly exposed to cyber security incidents 

HOW OFTEN NEW ZEALANDERS ARE SEEING OR 
HEARING ABOUT CYBER SECURITY ISSUES 

1%Never 

- Hardly ever 18% 
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A large proportion of Kiwis & SME businesses are being 
regularly exposed to cyber security incidents

SME decision makers n=355

78%
of New Zealanders are seeing

or hearing about cyber security
issues in their day to-day life 

(some of the time, a lot of the time, 
all the time)

76%
of SME businesses are

regularly seeing or hearing 
about cyber security issues

(some of the time, a lot of
the time, all the time)

Never

Hardly ever

Some of the time

A lot of the time

All the time

4%

2%

19%

57%

17%

1%

5%

18%

49%

24%

IndividualSME

HOW OFTEN KIWIS & SMES ARE SEEING
OR HEARING ABOUT CYBER SECURITY ISSUES

8

4%

2%

19%

57%

17%

Some of the time 49% 

A lot of the time 24% 

All the time 5% 

CERT NZ Cyber Security Research Apr 22 
Q: How much are you seeing or hearing about cyber security issues in day-to-day life? 
Q: How much are you seeing or hearing about cyber security issues in the context of businesses and workplaces being affected? 
Base: Total sample n=1,217, 
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           Awareness of a diverse range of cyber incidents exists, with a large 
proportion of Kiwis personally experiencing an incident recently

98% of those surveyed were 
aware of at least one type of cyber
security incident.

On average, New Zealanders 
are aware of 10 cyber security
incidents.

And 62% have personally
experienced a cyber threat, attack 
or crime in the last three months.

Other incident types in the single 
digits are still significant when 
quantified to actuals.

96 

There is a high awareness of cyber threats, with many New 
Zealanders personally experiencing an incident recently 

Heard of happening to Personally CYBER THREAT, ATTACK, CRIME Awareness someone you know L3M experienced L3M 

Emails re: fake lottery, prize, grant, investment or job opportunity 80% 30% 34% 

SMS or email from an unknown person asking to click on a link/open a doc 79% 35% 34% 

Tech scam calls 75% 23% 20% 

Credit cards being used without people's knowledge 75% 9% 6% 

Online identify theft 75% 6% 3% 

Personal and/or financial data being stolen 73% 5% 2% 

Accidentally downloading ransomware or malware software 70% 9% 4% 

Online shopping scams 69% 13% 5% 

Social media accounts accessed without account holder's knowledge 69% 20% 5% 

Bank accounts being used without people's knowledge 67% 7% 3% 

Email accounts being used or accessed without account holder's knowledge 64% 9% 4% L3M = Last three months 

None of the above 2% 43% 38% Top cyber security incidents 

CERT NZ Cyber Security Research Apr 22 
Q: From this list of cyber threats, attacks and crime, can you please tell us which (if any) you are aware of? 
Q: And again, from this same list of cyber threats, attacks and crimes can you please tell us which (if any) have happened to someone you know, including your workplace or university in the past three months. 
Q: From this same list of cyber threats, attacks and crimes, can you please tell us which (if any) you have personally experienced in the past three months. 
Base: NZ’ers total sample n=1,217, Aware of any cyber attack/threat/crime n=1,198 

CONFIDENTIAL © TRA 2022 
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Exposure to cyber security is largely driven by news stories and 
social media 
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There is a need to shift these perceptions to make
the category feel more accessible and human.
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The stories that the media highlights are large-scale, 
dramatic, scary, and emotive. 

These attacks make cyber security feel intangible, 
complex, inaccessible and evoke the feeling that 
nothing regular Kiwis can do will protect them 
against these kind of hackers. 
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Many believe they are doing enough and are not 
actively prioritising cyber security action 

AGREE DISAGREE 

I am doing enough to keep myself safe 
online 

I know I should take more cyber 
security measures to keep myself safe, 
but it is not a priority 

The cyber security measures in place 
through the devices, apps and websites 
I use are all I need to keep safe online 

I don’t really know what could happen if 
a cyber security issue happened to me 
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• The consequences of not acting do 
not always feel tangible. 

• There is currently a focus on the 
‘what’ and not the ‘why’. 

• People can become desensitised. 

• The capable can be overconfident. 
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New Zealanders feel relatively confident when it comes to cyber security 
and technology; there is a link between age, income and confidence 
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HOW NEW ZEALANDERS SEE KNOWLEDGE 
IMPROVEMENT VS 3 YEARS AGO 

Much better 

Better 

About the same 

Worse 

Much worse 

I don’t know 



    
     
      

   

     
     

 

Key question: Are Kiwis reacting
to the growing awareness and exposure
of cyber security by changing their
attitudes and behaviours?
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We know New Zealanders are 
aware of cyber security, but is 

this translating into action? 



 Cyber security
behaviours 
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 • Using VPNs
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Established baseline behaviours 

Often reactive rules of thumb 
• Generally being cautious online – using gut instinct to 

judge if something is ‘off’ or suspicious. 
• Not sharing information online with people they don’t 

know. 
• Only making purchases from websites that use 

trusted and secure payment systems. 
• Using strong passwords at least some of the time. 

Proactive efforts to remain secure 

People are not consistently taking proactive 
action. 
• Putting in place password managers 
• Resetting default passwords 
• Two-factor authentication in personal life (not a work 

setting) 
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Taking a look at demographic differences 
Elderly and young, low-income groups are the most likely to be exposed to a cyber 
security incident, with unknown texts, prize emails and scam calls the most prevalent 
ac 



   
   

 

       
        

    
 

  
    

   
  

       There is opportunity to strengthen this connection.

22 

of people are hearing about cyber 
security issues from their 
workplace. 

People are learning to implement cyber security 
behaviours at work that they might not have 
engaged in otherwise, particularly those in office-
based roles. 

of people are likely to implement 
cyber security measures when 
their workplace recommends or 
enforces it. 
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There is heavy demand for practical information on what to do in the 
event of an attack and measures/advice 



      
        

      

 
         

    

    

SUMMARY 

New Zealanders have high awareness of cyber incidents, 
but this does not always translate into strong, 

consistent and proactive cyber security behaviours. 

Converting awareness into action is increasingly 
important as we see people’s online activity and cyber 

incidents continuing to rise. 

For all media enquiries: media@mbie.govt.nz 


